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As part of our recruitment process, the Company collects and processes personal 
information, or personal data, relating to job applicants.  This personal information 
may be held by the Company on paper or in electronic format.

The Company is committed to being transparent about how it handles your personal 
information, to protecting the privacy and security of your personal information and 
to meeting its data protection obligations under the General Data Protection 
Regulation (“GDPR”) and the Data Protection Act 2018.

The purpose of this privacy notice is to make you aware of how and why we will 
collect and use your personal information during the recruitment process.  We are 
required under the GDPR to notify you of the information contained in this privacy 
notice. This privacy notice applies to all job applicants.  It is non-contractual.

If you have any questions about this privacy notice or about how we handle your 
personal information, please contact HR at detectortesters.

Personal information is any information about an 
individual from which that person can be directly or 
indirectly identified.

There are also “special categories” of personal 
information, and personal information on criminal 
convictions and offences, which requires a higher level 
of protection because it is of a more sensitive nature.

The Company collects, uses and processes a range of 
personal information about you during the recruitment 
process. This includes:

• Your contact details, including your name, address, 
telephone number and personal e-mail address

• Personal information included in a CV. Any 
       application form, cover letter or interview notes
• References
• Information about your right to work in the UK and 

copies of proof of right to work documentation
• Copies of qualification certificates
• Copy of driving licence
• Other background check documentation
• Details of your skills, qualifications, experience and 

work history with previous employers

• Your professional memberships.
• The Company may also collect, use and process the 

following special categories of your personal 
       information during the recruitment process:
• Whether or not you have a disability for which the 

Company needs to make reasonable adjustments 
during the recruitment process.

• Information about criminal convictions and offences.
• Information about your ethnic origin, religious or 

philosophical beliefs and sexual orientation.

What types of personal information 
do we collect about you?
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The Company collects personal information about 
you during the recruitment process either directly 
from you or sometimes from a third party such as an 
employment agency.  We may also collect personal 
information from other third parties, such as 
references from current or former employer.

Other than employment agencies, the Company will 
only seek personal information from third parties 
during the recruitment process once an offer of 
employment or engagement has been made to 
you and we will inform you that we are doing so.

You are under no statutory or contractual obligation 
to provide personal information to the Company 
during the recruitment process.

Your personal information may be stored in different 
places, including on your application record, in the 
Company’s HR/Recruitment management system 
and in other IT systems, such as the e-mail system.

We need all the types of personal information listed 
under “what types of personal information do we 
collect about you?” primarily to enable us to take 
steps at your request to enter into a contract with 
you, and to enable us to comply with our legal 
obligations.  

In some cases, we may also use your personal 
information where it is necessary to pursue our 
legitimate interests (or those of a third party), 
provided that your interests of your fundamental 
rights and freedoms do not override our interests.

Our legitimate interests include: pursuing our business 
by employing employees and contractors; managing 
the recruitment process; conducting due diligence 
on prospective staff and performing effective internal 
administration.

The purposes for which we are processing, or will 
process, your personal information is to:
• Manage the recruitment process and assess your 

suitability for employment or engagement 
• Decide to whom to offer a job
• Comply with statutory and/or regulatory 
       requirements and obligations, e.g. checking your 
       right to work in the UK
• Comply with the duty to make reasonable adjust-

ments for disabled job applicants and with other 
disability discrimination obligations

• Ensure compliance with your statutory rights

If you fail to provide certain personal information when 
requested, we may not be able to process your job 
application correctly or at all, we may not be able to 
enter into a contract with you, or we may be prevented 
from complying with our legal obligations.  You may also 
be unable to exercise your statutory rights.

We will only use your personal information for the 
purposes which we collected it, i.e. for the recruitment 
exercise for which you have applied.  However, if your 
job application is unsuccessful, the Company may wish 
to keep your personal information for a period of 6 
months in case there are future employment 
opportunities with us.

We will ask for your consent before we keep your 
personal information for this purpose. Consent can be 
withdrawn at any time.

Your personal information may be shared internally 
within the Company for the purposes of the recruitment 
exercise, including with members of the HR department, 
members of the recruitment team which will include the 
hiring manager which has the vacancy in their department.

The Company will not share your personal information 
with third parties during the recruitment process unless 
your job application is successful and we make you an 
offer of employment.  At that stage, we may also share 
your personal information with third parties including:

• External organisations for the purposes of conducting 
pre-employment reference and employment 

       background checks
• Former employers, to obtain references
• Professional advisors, such as lawyers

How do we collect your personal 
information?

Why and how do we use your 
personal information?

What if you fail to provide personal 
information?

Change of purpose

Who has access to your personal 
information?

• Ensure effective HR and business administration
• Monitor equal opportunities
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The Company has put in place measures to protect 
the security of your personal information.  It has 
internal policies, procedures and controls in place to 
try and prevent your personal information from being 
accidently lost or destroyed, altered, disclosed or used 
or accessed in an unauthorised way.

In addition, we limit access to your personal 
information to those employees and any other third 
parties who have a business need to know in order 
to perform their job duties and responsibilities.

Where your personal information is shared with 
third parties, we require all third parties to take 
appropriate technical and organisational security 
measures to protect your personal information and 
to treat it subject to a duty of confidentiality and in 
accordance with Data Protection law.

We only allow them to process your personal 
information for specified purposes and in accordance 
with our written instructions and we do not allow 
them to use your personal information for their own 
purposes.

The Company also has in place procedures to deal 
with a suspected data security breach and we will 
notify the Information Commissioners Office (or any 
other applicable supervisory authority or regulator) 
and you of a suspected breach where we are legally 
required to do so.

The Company will only retain your personal 
information for as long as is necessary to fulfil the 
purposes for which it is collected and processed.

If your application for employment or engagement is 
unsuccessful, the Company will generally destroy 
your personal records after the end of the relevant 
recruitment exercise.

If you have consented to the Company keeping your 
personal information on file, in case there are future 
suitable employment opportunities with us, the 
Company will hold your personal information for a 
further six months after the end of the relevant 
recruitment exercise, or until you withdraw your 
consent if earlier.

If your application for employment or engagement is 
successful, personal information gathered during the 
recruitment process will be retained for the duration 
of your employment or engagement and in accordance 
with the privacy notice for employees, workers and 
contractors.

Personal information which is no longer retained will 
be securely and effectively destroyed or permanently 
erased from our IT systems and we will also require 
third parties to destroy or erase such personal 
information where applicable.

The Company will not transfer your personal information 
to countries outside the European Economic Area.

Automated decision making occurs when an electronic 
system uses your personal information to make a decision 
without human intervention. We do not envisage that any 
recruitment decisions will be taken about you based solely 
on automated decision making, including profiling.

If you have any questions about this privacy notice or how 
we handle your personal information, please contact our 
HR department.

The Company reserves the right to update or amend 
this privacy notice at any time.  We will issue you with a 
new privacy notice when we make significant updates 
or amendments.  We may also notify you about the 
processing of your personal information in other ways.

Transferring personal information outside 
the European Economic Area

Automated decision making

Contact

Changes to this privacy notice

How does the Company protect your 
personal information?

How long does the Company keep 
your personal information?


